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What is BBPS?
Bharat Bill Payment System (BBPS), now rebranded as Bharat Connect, is India's unified, interoperable bill payment network operated by NPCI (National Payments Corporation of India). It acts as the central switch connecting:
· 20,000+ Registered Billers (Electricity, Gas, Water, Telecom, DTH, Insurance, Education, Loans, FASTag, and more)
· Multiple Channels (Banks, Fintech Apps, Payment Aggregators, Retail Networks, Digital Wallets)
· Payment Processors across the entire payment ecosystem
Instead of every biller building separate connections with every bank and app, BBPS provides a single, standardized integration point.
Supported Biller Categories:
· Electricity
· Gas (LPG, Piped Gas)
· Water
· DTH/Cable TV
· Broadband Postpaid
· Mobile Postpaid
· FASTag
· Insurance Premiums
· Credit Card Bills
· Loan EMI Payments
· Education Fees
· Municipal Services
· Donations
· And 100+ more categories
[bookmark: _ij5lel8uomnq]2. API OVERVIEW & ARCHITECTURE
[bookmark: _5va0ke108wmd]2.1 Core API Types
	API Type
	Purpose
	Use Case
	Response Model

	Biller Discovery API
	Fetch list of all available billers and required parameters
	List billers to users
	JSON Array

	Bill Fetch API
	Retrieve customer's actual outstanding bill amount
	Electricity, Gas, Credit Cards
	JSON with amount, due date

	Bill Validation API
	Verify customer account exists without fetching bill
	Postpaid, DTH, Broadband
	Success/Failure confirmation

	Bill Payment API
	Process the actual payment transaction
	All categories
	Payment confirmation + reference

	Status Check API
	Poll payment status asynchronously
	Verify transaction completion
	Payment status (Success/Failure)

	Dispute API
	Raise and manage payment disputes
	Handle payment failures
	Dispute reference tracking

	UPMS Integration API
	Manage customer registrations with billers
	Recurring bills, auto-pay
	Registration status
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[bookmark: _metvn5aifcpj]3.1 API Authentication
Header-Based Authentication:
X-PARTNER-ID: {your-partner-id}
Authorization: Bearer {your-oauth-token}
Content-Type: application/json


HMAC-SHA256 Signature (for request signing):
Secret-Key: HMAC-SHA256(timestamp + request-body, access_key)


[bookmark: _4r31c0y93k7x]3.2 Security Requirements
· HTTPS Only - All requests must use HTTPS encryption
· Token-Based Auth - OAuth 2.0 tokens for API access
· Request Signing - HMAC-SHA256 signature on each request
· Timestamp Validation - Prevent replay attacks
· IP Whitelisting - Restrict API calls to registered IPs
· PCI-DSS Compliance - No card details stored locally
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[bookmark: _1yqqx052c3x0]4.1 BILLER DISCOVERY API
Purpose: Fetch all available billers and required parameters
Endpoint:
GET /api/v2/bbps/billers/list
Request Headers:
json
{
"X-PARTNER-ID": "AX01AI06512391457204",
"Authorization": "Bearer YOUR_TOKEN",
"Content-Type": "application/json"
}
Request Parameters:
json
{
"categoryId": "ELECTRICITY",
"state": "MH",
"pageNumber": 1,
"pageSize": 50
}
Sample Response (Success):
json
{
"status": "Success",
"refId": "LIST_REF_123456",
"billers": [
{
"id": "MSEB00000NAT01",
"name": "Maharashtra State Electricity Board",
"category": "ELECTRICITY",
"fetchApiType": "BILL_FETCH",
"mandateRequirement": "OPTIONAL",
"customerParams": [
{
"name": "mobileNumber",
"type": "String",
"maxLength": 10,
"required": true
},
{
"name": "consumerNumber",
"type": "String",
"maxLength": 20,
"required": true
}
],
"valAddFlag": true,
"pseudoBiller": false
},
{
"id": "VODA00000MUM03",
"name": "Vodafone Postpaid",
"category": "TELECOM_POSTPAID",
"fetchApiType": "BILL_VALIDATE",
"mandateRequirement": "MANDATORY",
"customerParams": [
{
"name": "mobileNumber",
"type": "String",
"maxLength": 10,
"required": true
}
]
}
],
"pagination": {
"totalRecords": 150,
"pageNumber": 1,
"pageSize": 50
}
}
Response Code Meanings:
· status: "Success" → Billers list retrieved
· refId → Unique reference for this request
· fetchApiType: "BILL_FETCH" → Requires Bill Fetch before payment
· fetchApiType: "BILL_VALIDATE" → Requires validation before payment
· fetchApiType: "BILL_DIRECT" → Direct payment without fetch/validate
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Purpose: Retrieve customer's actual bill details
Endpoint:
POST /api/v2/bbps/bills/fetch/request
Request Body (Complete Example):
json
{
"agent": {
"id": "AX01AI06512391457204",
"channel": "INT",
"app": "SmartPay",
"geocode": "19.0139,72.8254",
"imei": "123456789012345",
"ip": "124.170.23.24",
"mac": "48-4D-7E-CB-DB-6F",
"mobile": "9481773011",
"os": "iOS",
"postalCode": "400001",
"terminalId": "6000011234",
"ifsc": "ICIC0000152"
},
"biller": {
"id": "MSEB00000NAT01"
},
"customer": {
"mobile": "9505987798",
"customerParams": [
{
"name": "consumerNumber",
"value": "123456789"
},
{
"name": "mobileNumber",
"value": "9505987798"
}
]
}
}
Bill Fetch Response (Success):
json
{
"status": "Success",
"refId": "FETCH_REF_1234567890ABC",
"traceId": "CV4PE82LTNJE9O014OE0",
"data": {
"refId": "FETCH_REF_1234567890ABC",
"status": "Success",
"bills": [
{
"billNumber": "MH123456789",
"amount": 150000,
"amountInPaise": 150000,
"customerName": "Raj Kumar Singh",
"billPeriod": "January 2026",
"billDate": "2026-01-05",
"dueDate": "2026-01-20",
"description": "Electricity Bill",
"billFetchId": "BILLFETCH_123456"
}
]
}
}
Bill Fetch Response (Failure):
json
{
"status": "Failure",
"refId": "FETCH_REF_1234567890ABC",
"traceId": "CV4PE82LTNJE9O014OE0",
"data": {
"errors": [
{
"code": "INVALID_CONSUMER",
"message": "Consumer number is invalid or does not exist"
}
]
}
}
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Purpose: Process payment after bill fetch/validation
Endpoint:
POST /api/v2/bbps/bills/payment/request
Payment Request (Complete Example):
json
{
"refId": "FETCH_REF_1234567890ABC",
"agent": {
"id": "AX01AI06512391457204",
"channel": "INT",
"imei": "123456789012345",
"ip": "124.170.23.24"
},
"biller": {
"id": "MSEB00000NAT01"
},
"customer": {
"mobile": "9505987798",
"customerParams": [
{
"name": "consumerNumber",
"value": "123456789"
}
]
},
"paymentDetails": {
"amount": 150000,
"mode": "NEFT",
"custConvFee": 0,
"paymentRefId": "PAY_REF_12345678",
"timestamp": "2026-07-28T15:30:00Z",
"accountInfo": "122334455667"
},
"remitter": {
"name": "Raj Kumar Singh"
}
}
Payment Response (Success):
json
{
"status": "Success",
"refId": "PAY_REF_12345678",
"traceId": "CV4PE82LTNJE9O014OE0",
"data": {
"transactionId": "TXN20260728123456",
"bbpsRefId": "BBPS202607281234567890",
"status": "Success",
"amount": 150000,
"bilerReferenceNumber": "INV123456",
"txnRefId": "TXN20260728123456",
"paymentTime": "2026-07-28T15:35:45Z",
"billNumber": "MH123456789",
"description": "Electricity Bill Payment Successful",
"additionalInfo": {
"receiptNumber": "RCP20260728001",
"billPeriod": "January 2026"
}
}
}
Payment Response (Processing):
json
{
"status": "Processing",
"refId": "PAY_REF_12345678",
"data": {
"transactionId": "TXN20260728123456",
"status": "Processing",
"message": "Payment is being processed. Please check status in 5-10 seconds."
}
}
Payment Response (Failure):
json
{
"status": "Failure",
"refId": "PAY_REF_12345678",
"data": {
"errors": [
{
"code": "INSUFFICIENT_FUNDS",
"message": "Insufficient funds in the account"
}
]
}
}
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Purpose: Poll payment status after submission
Endpoint:
POST /api/v2/bbps/bills/payment/response
GET /api/v2/bbps/bills/payment/response/{transactionId}
Status Check Request:
json
{
"transactionId": "TXN20260728123456",
"refId": "PAY_REF_12345678"
}
Status Check Response:
json
{
"status": "Success",
"data": {
"transactionId": "TXN20260728123456",
"paymentStatus": "Success",
"amount": 150000,
"bbpsRefId": "BBPS202607281234567890",
"paymentTime": "2026-07-28T15:35:45Z",
"receiptUrl": "https://api.example.com/receipt/RCP20260728001"
}
}
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[bookmark: _h01ghpol4xd5]5.1 FLOW 1: BILL FETCH → PAYMENT
Used for: Electricity, Gas, Credit Cards, Loan EMIs
Step 1: Get Biller List
↓
Step 2: Send Bill Fetch Request
↓
Step 3: Receive Bill Details (Amount, Due Date, Customer Name)
↓
Step 4: User Reviews & Confirms Payment Amount
↓
Step 5: Send Bill Payment Request with Fetched Reference ID
↓
Step 6: Poll Payment Status
↓
Step 7: Generate & Display Receipt
Code Example (PHP):
php
<?php
// Step 1: Fetch Bill
$billFetchRequest = [
"agent" => [
"id" => "AX01AI06512391457204",
"channel" => "INT",
"ip" => "124.170.23.24"
],
"biller" => ["id" => "MSEB00000NAT01"],
"customer" => [
"mobile" => "9505987798",
"customerParams" => [
["name" => "consumerNumber", "value" => "123456789"]
]
]
];
$response = curlRequest(
"https://api.bbpsprovider.com/api/v2/bbps/bills/fetch/request",
$billFetchRequest,
$headers
);
$billDetails = json_decode($response, true);
$refId = $billDetails['data']['refId'];
$billAmount = $billDetails['data']['bills'][0]['amount'];
// Step 2: Payment
$paymentRequest = [
"refId" => $refId,
"agent" => ["id" => "AX01AI06512391457204"],
"paymentDetails" => [
"amount" => $billAmount,
"mode" => "NEFT",
"paymentRefId" => "PAY_" . time(),
"timestamp" => date('c')
]
];
$paymentResponse = curlRequest(
"https://api.bbpsprovider.com/api/v2/bbps/bills/payment/request",
$paymentRequest,
$headers
);
// Step 3: Poll Status
$transactionId = json_decode($paymentResponse, true)['data']['transactionId'];
for ($i = 0; $i < 36; $i++) {
sleep(5); // Wait 5 seconds
$statusRequest = [
"transactionId" => $transactionId,
"refId" => $refId
];
$statusResponse = curlRequest(
"https://api.bbpsprovider.com/api/v2/bbps/bills/payment/response",
$statusRequest,
$headers,
"POST"
);
$status = json_decode($statusResponse, true)['data']['paymentStatus'];
if ($status == "Success" || $status == "Failure") {
echo "Payment Status: " . $status;
break;
}
}
function curlRequest($url, $data, $headers, $method = "POST") {
$ch = curl_init($url);
curl_setopt($ch, CURLOPT_RETURNTRANSFER, true);
curl_setopt($ch, CURLOPT_HTTPHEADER, $headers);
curl_setopt($ch, CURLOPT_CUSTOMREQUEST, $method);
curl_setopt($ch, CURLOPT_POSTFIELDS, json_encode($data));
curl_setopt($ch, CURLOPT_SSL_VERIFYPEER, false);
return curl_exec($ch);
}
?>

[bookmark: _rqv8qxcsxa8f]5.2 FLOW 2: BILL VALIDATION → PAYMENT
Used for: Mobile Postpaid, DTH, Broadband
Step 1: Validate Customer Account Exists
↓
Step 2: Receive Validation Confirmation



